
Food for 
thought... 

Did you know that Benjamin 
Franklin was in favor of 
making the turkey the national 
bird for America instead of the 
bald eagle.  

“The turkey is a much more 
respectable bird and withal a 
true original native of north 
America.”  
             —Benjamin Franklin 

Happy Holidays from 
all of us at Greystone! 

GTG provides powerful, streamlined service models 
Greystone has been providing IT services in the Denver Metro area since 
2001. We started the company with the goal of collaborating with small 
and mid-size businesses in a way that reaches beyond basic computer and 
network repair methodology. We offer services that save you money and a 
relationship that gives you peace of mind. We measure our success by our 
ability to show bottom-line value to our clients as shown by our success-
ful client retention history.  
 
GT-Care   -  Flat Fee Technology Management & Monitoring  
 
The GT-Care program provides the services of a fully staffed internal IT 
department and more. Flat fee technology management provides top-level 
service and financial consistency.  Highlights include: 

• Unlimited remote and on-site support 

• 24/7 System Monitoring 
• Immediate response to critical issues 
• Weekly proactive maintenance on workstations and servers 
• Software update management for workstations and servers 
• Anti-virus software and update management (licenses in-

cluded) 
• Advanced remote support tools 
• Monthly System Reporting 
• Annual security analysis and system review 
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Does your         
business need a  

technology         
tune-up? 

Greystone can help. Every 
client is unique and we make 
it our business to understand 
your business. Call us today. 

When you step out to partake in the holiday festivities 
with Thanksgiving just around the corner and Christ-
mas coming soon, do you know your business is pro-
tected?  

Hackers don’t take holidays  As a matter of 
fact, around the holiday season, more malicious web-
sites and e-mails surface than any other time of the 
year. It is reported that spam messages with links to 
malicious websites increased 8% within all global e-
mail traffic during the third quarter of 2007.  

New blended threat techniques  now com-
bine spam messages with a link to a website contain-
ing malicious software. Watch out! These sites may 
closely resemble the real deal.  

During the kick-off of the National Football League 
season in September, sports fans became a horrible 
target for hackers. An infected email went out inviting 
consumers to download an NFL game-tracker. Talk 
about a fantastic tool for diligent fans! However, folks 
were sorely mislead by the quasi-NFL website where 
all links lead to malware downloads. 

Don’t take a chance…  Here are four basic steps 

4 ways to protect your computers; don’t 
invite hackers for a Thanksgiving feast 

to help you protect your home and work computers 
from becoming a hackers Thanksgiving feast:  

1. Use a firewall.  Connecting to the Internet 
can present dangers to any computer user. A 
firewall is a software program or piece of hard-
ware that can filter out hackers, viruses and 
worms that attempt to gain access to your com-
puter over the Internet. A firewall can be put in 
place at the individual PC level, for laptop or 
personal use, or on a network as an overall 
precautionary measure for your business.  

2. Keep your operating system up to 
date.  No matter what type of operating sys-
tem you prefer, high priority updates contain 
the latest protection against malicious online 
activities. Examples of an operating system 
update would be a service pack, version up-
grade, driver or security update. These critical 
updates can enhance the security and reliability 
of your computer improving performance.  

(Continued on page 2) 



3. Update your antivirus and antispyware software 
regularly.  Antivirus software is a computer program that 
can detect, prevent, and disarm or eliminate harmful 
programs that attempt to compromise your com-
puter and information. Antispyware is roughly 
the same, but protects you from pop-ups, spyware 
threats, unwanted software and slow performance. 
Remember, hackers don’t take holidays. So, keep 
your antivirus and antispyware software up to date in order to 
help prevent damage from the most current hacker releases. These 
preventative programs can also be installed on individual work 
stations or at the server level to protect your entire company. 

4. Use a spam filter.  A spam filter is a software program that 
blocks unwanted email messages. When purchasing a spam filter-
ing software program, it is important to test the program to make 
sure it is simple to use and well supported, but still provides a 
high level of protection to keep you safe.  

(Continued from page 1) 
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Protecting your computers internally is a great start to a secure work-
ing environment for your company. However, many 
employees and business owners alike fail to consider 
physical security.  

Don’t forget to lock your computer when you are 
away from your desk. To lock your computer quickly 
use “Windows + L” or the more traditional, “Ctrl + 
Alt + Del” then choose “Lock Computer” or strike 

the letter “K”. 

Strengthen your defenses.  Did you know the opportunity 
for theft or internal compromises increases during the fourth quarter 
each year? Having a network is just the beginning. Keeping it 
healthy and safe are the ultimate challenges.  

Location and accessibility.  If your server is located in a high 
traffic or highly visible area, it may be easily compromised. Keeping 
your server in a safe and secure location away from unnecessary 
exposure can decrease the chances of an internal attack and will dis-
courage burglars in case of a break in.  

If you have any questions about the current state of your  network, do 

• Discounted rate for project work 
 
GT-Watch -  System Monitoring & Proactive Maintenance 
 
The GT-Watch program provides the critical monitoring and mainte-
nance services designed to eliminate system downtime and maximize 
system efficiency. Highlights include: 
  

• Discounted rate for remote and on-site support 
• 24/7 System Monitoring 
• Weekly proactive maintenance on workstations and servers 
• Software update management for workstations and servers 
• Anti-virus update management 
• Advanced remote support tools 
• Monthly System Reporting 
• Annual system review 
• Online service request management 

 
GT-Backup -  Managed Disaster Recovery 
 
GT-Backup Enterprise is an on-site / off-site hardware based backup 

(Continued from page 1) program fully managed by Greystone.  Servers are backed up hourly 
to the on-site backup device.  Data is replicated to two secure data-
centers in geographically different areas of the country.  Upon data 
failure, the onsite backup device acts as a virtual server so your data 
is accessible even as the failure is remedied. Highlights include: 
 

• No hardware to purchase.   
• Fully managed by GTG  
• Data accessible through virtual server capabilities of on-

site device 
• Hourly backup 
• No tapes 
• 30 day version retention 
• Microsoft Exchange backup  
• Microsoft SQL Server backup 
• Offsite backup is encrypted (256 bit) 
• Immediate failure alert 

  
We offer more than just computer and network repair services. Our 
consulting services include disaster recovery planning and services, 
IT process development, custom software development and integra-
tion, web application development, CRM and line-of-business soft-
ware evaluation, planning, implementation, and conversion, and 
more.  

Service models to fit any small business... 
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Are you a sticky note password saver? Or avid 
password recycler? I won’t tell, but you may be 
giving away access to more than your work infor-
mation if you use the same passwords for personal 
accounts. Try the CAN password process. 

Just remember, use Character, Alpha and 
Numeric (CAN) values in every password. A sur-
vey by Symantec shows that over 60% of us use 
the same passwords for everything and almost 4% 
of all users use a single common word found in a 
dictionary. These habits are very dangerous and 
can leave you vulnerable to attack. 

Here are a few things that are commonly used and 
easily guessed by intruders:  
  

�  Administration - any form of this word. 

�  Password or Password1 - trivially guessed. 

�  P@$$W0rd - simple letter substitutions are 
actually pre-programmed into cracking tools. 

�  11/01/08 - avoid dates especially of impor-
tance that you have written in an email. 

�  December03 - avoid using the date of a forced 
password change, this is also very common. 

�  nbusr123 - initials fallowed by “user” or “usr” 
and a sequence of numbers. 

�  asdf or qwerty - while these are great memory 
devices for typing class any sequence of letters or 
numbers adjacent on a key board are simply out of 
the question. 

�  aaaa or bbbb - yyyy not? Repeated letters can 
be guessed and easily observed by onlookers leav-
ing you completely unprotected. 

Don’t suffer expensive losses from fraud simply 
because your password was too weak and vulner-
able. Protect yourself with a CAN do attitude and 
create strong passwords off the top of your head.   

Intimidated?  Don’t be. It is easier than you may 
think. Character, Alpha and Numeric (CAN) created 
passwords that are long and random to others but 
don’t have to be difficult to remember.  

Create your own personal mnemonic phrases to help 
you generate seemingly random passwords that oth-
ers will never guess. For example:   

1. IhlesIw4yo! = I have loved elephants since I 
was 4 years old! 

2. K&Igmwiwj22. = Kevin & I got married when 
I was just 22. 

Good luck and remember you CAN create strong 
passwords just like a password generator.  

Do you have a double? 
The report “ID Leaks, A Surprising Source is Your Government at 
Work,” based on a Consumer Reports investigation, revels the 
government among one of the biggest sources of identity leaks.  

Joe Protain, a Ohio surgeon, was in for quite a surprise when he 
received a traffic ticket near Cincinnati a few years ago and paid 
a far greater penalty than just the $150 fine. His personal infor-
mation including his address and social security number were 
posted on a public website for the Franklin County Municipal 
Court. With this one posting, a ring of identity thieves were able 
to rack up more than $11,000 worth of charges in his name 
over a short period of time and Dr. Protain is still clearing up the 
mess. 

Poor Joe, he was only speeding, but the courts hung him out to 
dry. Information breaches like this are more common than you 
may think. Identity thieves who deliberately seek personal infor-
mation for fraudulent purchases, pose the highest risk to indi-
viduals.  

Harvest your inner password generator 



Online photo-sharing options  It is easy get-
ting into the spirit of snapping photos with your digital 
camera when you’re surrounded by relatives for the holiday’s, 
but finding a practical way to share them with your family and friends 
can be quite a hassle. If you have previously searched for a solution, I 
am sure you have found the endless offerings form websites that allow 
you to upload your photos to online albums and other sharing tools.  

Actually, in the last five years, there has been quite a surge  
in photo sharing and printing sites available which has driven down 
pricing and helped companies expand their feature sets accommodating 
demands form consumers. So, here’s the latest — in the TopTenRE-
VIEWS, Photo Sharing Services Reviews for 2008, dotPhoto.com took 
the gold, Webshots.com won silver and Fotki.com nailed the bronze.  

The constant march of technology  does leave many people 
with the nagging feeling that they are missing out if they don't buy at 
least every two years. At the same time, today's PCs are built to last 
longer than ever. Indeed, there are tradeoffs in deciding how long to 
own the same computer. PCs constantly are being upgraded to offer 
more speed and power at reduced cost. 

But there will be a point when you absolutely need a new one, because 
your current one is ready for its after-life (hopefully safely in the hands 
of a recycler). Here are three signs that it's time to spring for a new PC. 

Your computer plays music at startup. Beethoven's "Fur Elise" and 
Disney's "It's a Small, Small World" are pleasant tunes. If you hear 
either of these melodies when you turn on your computer, you're likely 
to want to relax or sing along. (After all, a computer that has developed 
a taste for punk rock music would be hard to handle.) Or you may sus-
pect you have a virus. Wrong on both counts. The computer is telling 
you that the microprocessor or microprocessor fan is failing, or has 

Inquiring Minds... 

already gone south. Or it may be telling you that power supply voltages 
are drifting out of tolerance, or that the supply cannot meet demand. 

The music is a feature built into the Basic Input/Output System (BIOS) 
of some motherboards. It is a gentle reminder that you have a serious 
problem. It's probably not a problem if you hear a couple notes at boot-
up. But if you regularly hear a tune, you need to take care of it. 
Reprinted courtesy of  Microsoft Corporation & Kim Komando. 
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Comments? Suggestions? Is there a specific topic you would 
like us to address? We would love to hear from you. Email 

Byron Williams at bwilliams@greystonetech.com.  

Wishing you a joyful holiday season. 

Winter has come again, bringing the wonders of the sea-
son. Decorations and delicacies abound, and we seem to 
smile more than before as the spirit of the holidays takes 

over. 

As 2008 draws to a close, it reminds us that it's time to 
thank you, one and all, for being a great client and friend 
in the year just ending. Our clients and partners are the 

life blood of our organization and we sincerely thank you 
for your dedication. 

From all of us here at Greystone we wish you and your 
family all the joys of the holiday season. 

Peter Melby o Scott Kerr o Dominik Toepfer                    
Byron Williams o Christine Vazquez o Patrick Hayes    

David Stokes o Nate Traiser o Gary Aronhalt                        
Jesse Armstrong 

Happy 
Holidays! 

RECENT STUDY FINDS THAT DATA LOSS CAN 
CAUSE HOLIDAY BLUES  
The best defense in preventing a catastrophic loss is a solid backup infra-
structure including off site storage of data. GT BACKUP enables you to get 
enterprise-class protection for your critical data at a fraction of the cost. 
Don’t wait. Contact your consultant today. 


