


PAGE 2 G:DRIVE

ARE YOU AT RISK OF BEING HACKED?

Protecting yourself against the growing rate of online crime
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Avoiding a Malware Infection
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before doing this.

3. Create a separate account without
administrator rights to do your surfing.

4. Don’t open suspicious emails, especially
attachments.

5. Perhaps the most important thing of all
is to become well acquainted with all your
programs, especially your anti-virus/anti-spy-
ware application. If you know what programs
are installed, which of them occasionally
prompt you for updates, etc, you will more
easily be able to identify an imposter early on
and have better luck getting rid of it quickly.
The real Windows security center will never
tell you about a virus infection and prompt
you to complete a scan, install something
else, or enter a credit card number. If you
have McAfee antivirus, you should expect only
McAfee to alert you of a possible infection.

6. When in doubt ASK. If you are uncertain
whether or not an update should be installed,
DON'T DO IT. Instead, contact us as soon as
possible.

If malware has already made its way
through your computers defenses, usually it
can still be cleaned. Bleepingcomputer.com
is a great resource for instructions on how to
get rid most viruses. Malwarebytes is a great
free program that generally does a good job
of cleaning things up. Keep in mind this pro-
gram does not prevent an infection, but it can
clean an already infected PC. If all else fails,

contact us to get things up and running again

www.technologywithapurpose.com

by Rob Close

Throughout my career | have been asked
the same question a million times, “Is my
computer safe from hackers?” It's hard to
answer positively when, in reality, 77% of
home and small business computers and
networks are not secure.

Most people think that simply buying a
security suite such as Internet Security keeps
them safe. Although it is a good start, it's
not a comprehensive security solution. The
biggest problem seems to be that users pur-
chase a wireless router off the shelf and set it
up using the factory defaults because that’s
what the “quick setup” manual advises. The
factory defaults may be secure enough to
keep your neighbors from connecting to your
wireless internet, but a true hacker driving
down the street with a laptop can get into
it in less than 15 seconds. In another 15
seconds, they could have your bank account
information and credit card numbers.

Most wireless routers that can be pur-
chased in a retail store or online are perfectly
capable to provide solid security. It just takes
a little more time to read the entire manual
and use some of the advance options to setup
good encryption and security. Of course, tech
support is always helpful if further instruction
or advice is needed. Just remember, using
a family name or birthday as your password
doesn’t qualify as a good measure of security.

Another situation that puts users at risk
of falling victim to stolen identity is online
shopping. Anytime users pay for purchases
on the internet with a bank account or
credit card without ensuring the website
is a secure or trusted site may be putting
you at risk. If you use Internet Explorer,
Microsoftaddsagoldkeytothe browser window

to let you know if the website you are using
during checkout is secure. You can also look
on the checkout page to see if the website
is using encryption methods to protect your
information. Paying for an item on a non-
secure website is like calling each number
in 100,000 phone books and directly giv-
ing them your bank account information.

As for email, the rules are simple. Don’t
give anyone your bank account or credit
card information through email. This includes
sending an email with your account informa-
tion in it as well as calling a number that you
receive in an email asking you to verify that
information. No trusted company will ever ask
for your financial information via email.

Computer technology and network connec-
tions have grown to become a staple in our
lives. With increased use and dependability
on our computers, cyber-crime has also risen
significantly. As a result, hacking has become
a prevalent issue, and most of the time the
consequences of a hack have such negative
results that victims spend months or years
trying to reclaim their lost identity. To prevent
becoming a victim, it's important to take
your time when setting up personal security
systems and ask for help when needed. It's
better to be safe than sorry!
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DOES YOUR BUSINESS
NEED ATECHNOLOGY
TUNE-UP?

Greystone can help. Every client is
unigue and we make it our business
to understand your business. Call us
today at 303-757-0779.
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STARTING FROM SCRATCH

Installing software for optimal computer performance

by Nate Traiser

There are many benefits that come from
starting from scratch. By that, | mean a
fresh installation of your operating system
(0S). If you purchased your PC from a
local IT supplier or any of the leading com-
puter retailers (Dell, HP, etc.), all brand
name manufacturers secure lucrative con-
tracts with 3rd party software vendors, like
Symantec, McAffee, PC Doctor and count-
less others. In addition, there are numer-
ous proprietary applications that each

manufacturer installs to “assist” the user.

The basic installation of Windows XP or
Windows 7 should have about 45 processes
running after boot up. This process count
should include an anti-virus and or anti-
malware application and local backup appli-
cation; the “bare essentials.” If you have
more processes running, they might be valid
but you shouldn’'t need much more than 45
to operate efficiently. Given my 10 years of
experience, most of the major manufactur-

ers will have you, out of the box, running
around 60-70 processes! If you are not a
nosey user like myself, you will most likely
not do anything to “kill” or uninstall these
services. Sadly, this is a situation that com-
panies should not be forcing on their users,
as you are not intentionally purchasing these
applications, rather, you are forced to man-
age these on your own. These applications
use valuable resources and you need to take
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MICROSOFT WINDOWS 7

Review of Windows’ new operating system. Is it right for you?

by Jamie Stanislav

As the hype behind Microsoft's release
of Windows 7 begins to settle down, we're
beginning to see the true picture of the qual-
ity and improvement in this new operating
system. Many say it is what Windows Vista
should have been - programmed to remove
major annoyances from past versions, while
retaining many of the features Microsoft fans
have come to expect. One of the most com-
mon questions our clients are now asking is
if Windows 7 is right for their business.

Talking to your consultant is the best way
to determine if upgrading makes the most
sense for you, but consider the following
points to get you started.
Overall Improvements & Features:

* Stable, smooth, and highly polished,
improved graphics, faster speed

e Taskbar - less cluttered, better orga-
nized, allows user to preview thumbnails of
the activity of open applications by hover-
ing over their corresponding taskbar icons

* Global search enables you to effortlessly
search your system faster and easier than
before

* Memory management - only the windows

of applications that
are visible on your S e
screen will be using
video memory lead-
ing to improved per-
formance (In older
versions of Windows,
every application open
on the desktop used

@ 1999 Randy Glasbergen.

up video memory, even
if the windows were
minimized

"THE COMPUTER SAYS | NEED TO UPGRADE MY BRAIN
TO BE COMPATIBLE WITH ITS NEW SOFTWARE."

e Faster boot-up
time, often in under a minute
Be Aware:

¢ Windows is just a platform for applica-
tions to run on, so it’s critical to make sure all
applications in your business are able to run
on Windows 7 before making the decision to
upgrade

* Large learning curve for users coming
from XP, Windows 7 draws heavily on the
design & organization found in Vista

* Upgrade process is more time-consum-
ing for XP users
*You will need to buy third-party antivirus
software again because having a new OS is a

target for new and more advanced pieces of
malware and trojans

*The installation of Windows 7 seems
more complicated than it really is. There are
five editions of Windows 7: Starter, Home
Premium, Professional, Enterprise and
Ultimate. To tell you which version of Windows
7 you should choose, Microsoft lays out an
confusing chart to illustrate upgrade paths

Remember to talk to your consultant.
They know your system and how your busi-
ness runs and will help you make the
best decision for you and your company.
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